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1. This written opinion is the first (first, etc,) drawn by this International Preliminary Examining Authority. 

2. This opinion contains indications relating to the following items: 

I [X] Basis of the opinion 

n CD 

Priority . . 

Nop ■establishment of opinion, with regard io novelty, inventive step and mditsiHa! applicability 
IV EZl Lack of unity of in 



V 


□ 


Reasoned statement under Rule 66.2 (a)(ii) with regard to novelty, inventive step or indisstri 
citations and explanations supporting such statement 


■ applicability; 


VI 


Certain documents cited 




VII 


□ 


Certai dc eel it the h . 




VIII 




Certain observations on the international application 





The applicant is hereby invited to reply to this opinion. 
When? See the time limit indicated above 

_M»A^ihwHy-to gran . - an e _ t ens i otfc -- S e» -rate-663{-a4r 
How? By submitting a written reply, accompanied, where appropriate, by amendments, according to Rule 66.3, 

For the torn, an i t t . J n 

Also For an additional opportunity to submit amendments, see Rule 66.4. 

For the examiner's obligation to consider amendments and/or arguments, see Rule 66.4 bis. 
For an informal communication with the examiner, see Rule 66.6 
If no reply is filed, the international ore 1 uriw) ex_ r it s » i s opinion. 

The final date by which the international preliminary 

0 report: must be established according to Rule 69.2 is: 07 May 2005 (07.05.2005) . 
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L Basis of «he opialois 

1. With regard to the eteuseats of the international application:* 

[X] the international application as originally filed 
[X] the description: 



pages 1-15 , as originally filed 

s <n faled witt the demand 

pages NONE , filed with the letter of 



fXj the claims: 

pages 16-25 , as originally filed 

pages NONE , as amended (together with any statement) under Article 19 

pages NONE , fiied with the demand 

pages NONE , filed with the letter of . 



[X] the drawings: 

pages 1-5 , as originally filed 

pages NONl filed v ith the demand 

page::; NONE , filed wish the letter of 



{ j the sequence listing pan of tlte description: 

pages NONE , as originally fiied 

pages NONE , filed with the demand 

pages NONE , filed with the letter of 



2, With regard to the language, all the elt it ki above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language which is; 

Q the language of a translation furnished for the purposes of international search (under Rule23. 1(b)). 
j I the language of publication of the international application (under Rule 48.3(b)). 

Q the language of the translation furnished for the purposes of international preliminary examination(under Rules 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the written 
opinion was drawn on the basis of the sequer.ee listing: 

contained in the international application in printed form, 
filed together *tdi .f e international application in computer readable form, 
furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readable form. 

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

The statement that the information recorded in computer readable form is identical to the written sequence listing 
has been furnished. 

The amendments have resulted in the cancellation of: 

[X] the description, pages None 

[X] the claims, Nos. None _ 

[X] the drawings, sheets/% None 

1 i i j i s i"ce they have been considered to go 

beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)). 

* u ■ the receiving Office in response to an invitation under Ankle 14 are referred to in 

this opinion as 'originally filed. " 



4. 




5.Q 
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V. Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, invective step or industrial applicability; 
citations and e\pEanatk>ns supporting i eh statement 

1. STATEMENT 



Novelty (N) Claims 4,7.9.10.12.13.20.21.25.27 and 28 YES 

Claims 1-3.5.6.8.11.14-19.22-24.26 and 29-49 NO 

Inventive Step (IS) Claims 4,7,9,10.12,13, 2 0,21,25,27 an d 2 8 YES 

Claims 1-3, 5, 6, 8, 11. 14-19. 22-24, 26 and 29-49 NO 

industrial Applicability (IA) Claims M9 YES 

Claims NONE NO 



2. CITATIONS AND EXPLANATIONS 
Please See Continuation Sheet 
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Supplemental Box 

(To be used when the space In any of the preceding boxes is not sufficient) 



TIME LIMIT: 

The time limit set for res ) 1 > not be extended. 37 CFR ; .484 . I . in> res) on v eived after the 

expiration of the time limit set in the Written Opinion will not be considered in preparing the International Preliminary Examination 
Report. 



V. 2. Citations and Explanations: 

Claims 1, 11, 14. 19, 22, 26, 29-49 and Sack novelty under PCT Article 33(2) as being anticipated by Matyas et a! 
(5,201 ,000; hereinafter Matyas}. 



Regarding claims 1, 11, 14, 19, 22. 26, 2S n-j 3 ' >s Q s a method for managing a public key 

orypiograpfiic system which Includes a public key. private key pair generator in M ti i-^i-e: \i 1 generation 
of a specific public key pair for the purpose of authentication (coi. 20, lines40-67; col, 22, lines 45-66). Matyas also discloses 
the generated keys are transported or transmitted to a receiver (col. 3, line 43-cci. 4, line 51; coi. 17, lines 4-18). Matyas 

c a -?s-> s for processing cryptographic services and usage of random numbers as nonces in authentication 
i , > rot. 14, lines 61 -65). This provides a capability for using a second public key for authentication 

if a first public key fails. 



Regarding claims 30-33, 37-40 and 43-47, Matyas discloses a cryptographic facility (CF) that receives data parameters and 
encryption key to produce a new set of encrylion keys (coi. 9, lines 14-S5). Matyas further discloses that the produced public 
key are used for authentication purpose (col. 20, lines 41-67). Matyas also discloses the esse of a counter or a sequence 
number in the production of the public key set (col, 9, lines 60-66. col. 1 5, lines 4561 ). Mdty as. di< ; \ 

processing cryptographic services and usage of random numbers as nonces in authentication protocols (coi. 8, lines 58-65; 
col. 14, lines 81-65). This provides a capat v c j ,\ ■<. < 1 



Regarding claims 34, 35, 41 , 42, 48 and 49, these claims are rejected as applied to like elements of claims 30-33 and 
furtrher the following: 

M tyasdiscio I g a randum number ft th pose of ge , blici t :>v testing large 

numbers for primality (coi. 13, lines 18-39). This technique is based on the randum number raised to a power chosen from 
is c - the selected randum number. 



Claims 2, 3, 5, 6, 8, 15-18, 23 and 24 lack an inventive step under PCT Article 33(3) as being obvious over Matyas 
et al (5,201,000; hereinafter Matyas) in view of Brennan et ai (5,675,649; hereinafter Brennan). 



Form PCTVIPEA/408 (Supplemental Box) (July 1998) 



WRITTEN OPINION 



PCT/US03/4153S 



Supplemental Box 

(To be used when the space in any of ihe preeeuing boxes is noi sufficient) 



Regarding claim 2, 1 5 and 23, Matyas does not expressiy disclose the creation of two shares of a public key. 

sy is spi t irro shares and each share is givers to an agent (see, for example, col. 4, lines 
v-oivec v ir.venjjve step at the time the invention that to include the process of spotting the keys 
es is aught n Brennar n Matyas, because it would requires a minimum number.of agents to be present in order to 
reconstruct the key (Brennan, col, 3, lines 48-55). 



Regarding claims 3, 5. 6, 8, 16-18 and 24, Matyas discloses that different types of public key, private key pairs are 
c r rii>! '> i> leratora d transport® 3 col. 4 im^il 

col. 17, lines 4-18). Matyas discloses that a passphrase is used to generate a second type of the public key, private key- 
pairs {col. 4, lines 33-51 ). Thus, the generated private keys of ihe second type ar <> irase . Matyas 
discloses data processors for processing cryptographic services and usage of random numbers as nonces in authentication 
protocols (coi. 8, lines 58-65; col. 14, lines 81-65). This provides a capability for using a second public key for authentication 
if a first public key falls. 



Claim 4 meets the criteria set oat in PCT Article 33(2)-(3), because the prior arts do not teach or fairly suggest "disabling the first 
private key when the second private key is usee for autbemication*. 



Claim 7 meets the criteria set out in PCT Article 33(2)-(3), because the prior arts do not teach or fairly suggest "disabling use of the 
second private key for authentication; and re-creating the second private key arid using tire second private key for authentication". 



Claims 9 and 10 meet die criter ia set out in PCT Article 33{2)-(3), because the prior arts do not teach or fairly suggest "disabling use 
of the second private key for authentication; and using the third private key for authentication". 



Claim 12 meets the criteria set out in PC f Arucie 33(2)-(3), because the prior arts do not teach or fairly suggest "receiving a third 
public key associated with die second public key , if the first public key fails and if the second public key results in a successful 
authentication" . 



Claim 13 meets the criteria set out in PCT Article 33(2)-(3), because the prior arts do not teach or fairly suggest "receiving a third 
public, key and a fourth public key associated with the second public key, if the first public key fails and if the second public key 
Lst, , ir ,i ■ •' >.; i! ji i .a:.-: ' 



Claim 20 net s die ites set out in PCT Article 33(2 because the prior arts d s est *j 

a third public key associated with the second public key, if the first public key fails and if the second public key results in a successful 

ittthemic wion". 



Claim 21 meets the criteria set out in PCT Article 33(2)-(3), because the prior arts do not teach or fairiv sugg i 1 - - 

a third public key and a fourth public key associated with the second public key, if the first public key fails and if the second public 
key results it; 3 successful authentication". 



Claims 25 meets the criteria set out in PCT Article 33(2)-(3), because the prior arts do not teach or fairly suggest "a set of code 
segments tor disabling the first private key by using the second private key for authentication". 



Claim 27 meets die criteria set out in PCT Article 33{2)-(3), because the prior arts do not teach or fairly suggest "a set of code 
segments for receiving a third public kt i with the second public key, if the firs . ?■ . ails and if the second public 
key results it ■ s s 1 



Form PCT/IPEA/408 (Supplemental Box) (July 1998) 



Sssppl-'snesstaS 8o\ 

(To be used when the space in any of the preceding boxes is not sufficient) 

Claim 28 meets the criteria set out in PCT Article 33(2)-(3), because the prior arts do not teach or fairiy suggest "a set of code 
segments for receiving a third public key and a fourth public key associatt d wish ; - • key fails and 

if the second public key results in a successful authentication". 



Claims 4, 7, 9, 10, 12, 13, 20,21, 25, 27, 28, meet the criteria set out in PCT Article 33(4), and tf trial applicability 

-!■ :d ojn be made or used in industry. 
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